

PERFORMANCE WORK STATEMENT

SECURITY GUARD SERVICES


for the


United States


Environmental Protection Agency 


Edison, New Jersey Facility

A. OVERVIEW

The EPA’s Edison New Jersey facility consists of 203 acres located at 2890 Woodbridge Avenue, Edison, NJ.  The following buildings are occupied: 5, 10, 11, 17/18, 200, 205, 207, 209/210, 212, 238, the Guard House and the buildings of the ORD Urban Watershed Research Complex.  The attached Facility Drawing provides a general outline of the facility.  
B. OBJECTIVE
The Contractor shall provide the necessary labor, equipment and materials to provide armed security guard services at the EPA(s Edison, New Jersey Facility in accordance to this Performance Work Statement (PWS).   
C.  GENERAL REQUIREMENTS
1. The Contractor shall provide a uniformed, armed protective security force 24 hours per day, 7 days per week, 365 days per year.  The Contractor shall provide the required number of personnel to perform the specific duties outlined in the PWS.

2. The Contractor shall ensure that all security guards are in good physical condition and health, are able to protect themselves and others and can withstand sudden emotional stress and physical exertion.   

3. All security guards shall have a “Security Officer Requirement Authorization” issued by the State of New Jersey prior to working on the facility.  The Contractor shall be licensed by the State of New Jersey to operate a security guard service. 
4. All security guard personnel shall have a valid state driver's license. 
5.
Each security guard shall be able to read and understand printed regulations and be able to write legible reports which convey complete and comprehensive information.
6.
Uniforms of the same style and color shall be worn by all guards.  The mixing of uniform and civilian apparel shall not be permitted.

7. The Contractor shall comply with the requirements of the Attachment to the PWS “Agency Personal Verification Procedures For Contractor Personnel”.
8. The Contractor shall ensure that all security guard personnel are trained on the requirements of the PWS and are familiar with all areas of the facility.  Training shall include, at a minimum, patrol routes, building systems, special security areas, operations and use of special equipment such as Detex, or comparable, clock system; x-ray machine; fire extinguishers and radios.

9. The Contractor shall establish procedures to ensure all operations are performed in a safe manner.

D. SUPERVISION
1. The Contractor shall provide oversight of guard staff, verifying that all shifts are occupied by trained personnel, insure that all guards understand report procedures and patrol routes, and are mannerly, courteous, helpful, properly dressed and capable of performing the duties prescribed. 

2.
Supervisory personnel shall review all guard reports from the watch clocks; annotate discrepancies and provide a report once a week to the Project Officer.  

3. The Contractor shall investigate all reported losses, thefts or damage to government property and provide written reports to the Project Officer.  

E. CONTRACTOR EQUIPMENT:

The Contractor shall be equipped, at a minimum, with the following: 
- 
Uniforms and badges for all security guards.  Each guard shall be armed with their own weapon.
-
A base station with the facility frequency, as well as a security frequency and two-way radios (walkie-talkies) for the roving guards.
-
A building key clock type system including supplies and key stations or a comparable computer recording system.
-
Flashlights and batteries.

-
Security vehicle(s) able to patrol the 205 acre facility.
-
Inspection equipment to perform vehicle and personnel examinations including extension mirrors and hand held metal detectors.

F. GENERAL OPERATIONAL REQUIREMENTS:
1.
The Security Desk and the roving patrol shall be manned with armed guards 24 hours per day, seven days a week.

The Contract shall be staffed as follows (within an hour of these times):

Day Shift 

0600 to 1400 hours

Night Shift 
1400 to 2200 hours

Morning Shift
2200 to 0600 hours

WEEKDAYS
Day Shift: 
Two Guards at Security Desk, One Roving Guard
Night Shift:
Two Guards at Security Desk, One Roving Guard

Morning Shift:
One Guard at Security Desk, One Roving Guard

WEEKENDS: All Shifts: One Guard at Security Desk, One Roving Guard

FEDERAL HOLIDAYS: All Shifts: One Guard at Security Desk, One Roving Guard

The following is a list of Federal Holidays:

New Years Day; Martin Luther King's Birthday; President's Day; Memorial Day; Independence Day; Labor Day; Columbus Day; Veterans Day; Thanksgiving Day; Christmas Day.
2.
The contractor shall be responsible for maintaining the L3 Communications Security & Detection Systems EG&G Astrophysics Research Model SYS 210 X-Ray System located in the receiving area of Building 209 Bay C. 
3.
Special building rules and regulations shall be made available as the need develops by means of the Post Order System.

4. Access to the facility is limited to Federal employees, approved contractors, visitors having business with personnel on the facility and visitors whose names appear on a list of attendees to conferences or training.  The following procedures shall be followed for allowing access to the facility:  

a.  The guard shall not permit any individual access to the facility until it has been determined that the individual(s) is authorized to be admitted.  All visitors will be issued a visitor pass that will be displayed on their person while they are within the facility.

b.  Routine mail deliveries by United States Postal Service and express mail vendors shall be allowed once valid, photo company identification is shown.  

c.  Visitors without prior authorization must provide the name of person to be visited.  The Guard shall call the person provided to verify the identity of the visitor and document in the "Visitors Log" prior to granting admittance to the facility.  If no verification can be provided, then the visitor is to be denied access.  

d.  Any personnel not utilizing their FAC or with an in-operative FAC shall stop at the gate and sign the Visitors Log each time they enter the facility.  Each person in the vehicle must sign the Visitors Log.

e.  All contractor personnel without identification must have written authorization from the Facility Management Office to access the facility.
G. SECURITY DESK REQUIEMENTS:
The Security Desk located in the Guard House shall be occupied at all times.  The guard(s) on duty at the security desk shall perform the following:
1.  Alert the roving patrol of any unauthorized ingress or egress, reports of fire and locations and in cases of emergency, notify the proper authorities.  Follow established procedures for personnel notification of incidents on the facility.
2.
Maintain radio communication with the roving patrol and maintenance personnel, as required, during normal business hours.

3.
Receive and secure mail delivered after normal business hours.  Secure lost and found articles until they can be turned over to the Facility Management Office.

4.
Provide verbal guidance to approved visitors to locations throughout the facility.

5.
Monitor the 54 screens from the perimeter camera system located in the Guard House. 
6.
Inspect questionable vehicles at the entrance gate.

7. When the Homeland Security Threat Warning System is at RED Alert and under circumstances determined by the Facility Management Office,    examine visitor vehicles and delivery trucks arriving at the EPA facility. 

H. ROVING PATROL REQUIREMENTS:
One guard shall be on roving patrol at all times.  The roving patrol shall be performed at random intervals, but in no case shall the patrol be more than every two hours, varying the tour start times and locations to prevent predictable patterns.  The guard on roving patrol shall perform the following:

1. Maintain radio contact with the Security Desk at the Guard House.

2. Visit and key all the appropriate key stations/security check points during each patrol.
3.
Report evidence of break-in, burglary, fire, or any other unusual condition to the Security Desk.   

4.
Visually inspect the helicopter and support equipment, perimeter fence line, parking lots and the Urban Watershed Research Facility (UWRF) complex. 
5. During interior inspections, look for signs of problems with the building systems, such as noise, odor, leaking pipes, lack of heat or proper ventilation, etc. and notify the Security Desk.
6.
Report hazardous conditions and items in need of repair found during the tours, such as, inoperative street lighting, leaking faucets, toilet stoppage, broken floor tile, doors not operating properly, etc., on the Daily Activity Report.  

7.
Check the operational status of each exterior door card reader between 0600 and 0800 hours, Monday through Friday.

 8. Secure all exterior doors to buildings not part of the access card security system at 1700 hours, during regular business days.  Secure all interior doors of buildings at 2000 hours.  Note locations of unsecured areas in the Daily Activity Report.
 9.
Turn off all building lights by 2100 hours or sooner once the last person leaves the building. Report all changes and tampering with the circuit breaker box (such as scratched off markings, etc.) in the Daily Activity Report.
10.
Turn on all interior building lights by 0600 hours, during regular business days. 
11.
Check and secure all exterior doors at 1800 hours.

12. During the night shift, check all windows on the first level of all buildings to insure that they are closed and locked.  Visually check other windows to insure that they are closed.
13.
During the interior tours, inspect each fire alarm panel.  If any alarm condition exists, notify the security desk.
14.
Patrol the parking lots and access roads for vehicles improperly parked or abandoned.  Note all plate numbers of non‑government motor vehicles on-site after closure of the entrance gate in the Daily Activity Report. 
15.  Tour Buildings 255 and 256 once per day, during daylight hours.
16.
Once a week, the roving patrol guard on the night shift shall record all burned-out or non-functioning exterior lights in the Daily Activity Report.   
17. Check the I.D. of anyone in the buildings after 1800 hours and note in the Daily Activity Report. 
18. Question any personnel encountered on-site not displaying their FAC or Visitor ID.
19. Screen all incoming mail and packages for explosives or other security threats by use of a government owned, X-Ray scanning system equipped with organic detector and conveyor type package handling system.  
20.
Escort vehicles, if necessary, from the entrance to their final destination on-site.

I. KEY STATIONS/SECURITY CHECKPOINTS 
The following is the list of locations requiring key stations/security checkpoints: 

1. Building 10, interior, basement, by boiler room 

2. Building 10, interior, first floor, east side fire door 


3. Building 10, interior, second floor, north side fire door

4. Building 209, interior, Bay A, sanitary sewer monitoring station

5. Building 209, interior, Bay B

6. Building 209, interior, Bay C

7. Building 209, interior, Bay D, fire control panel

8. Building 209, interior, Bay D, Central Lab

9. Building 209, interior, Bay F

10. Building 210, interior, mechanical equipment room 

11. Building 210, interior, boiler room 

12. Helicopter trailer, exterior, facing helicopter 

13. UWRF Buildings 

14. Building 5 - second floor

15. Building 238, exterior, north side entrance 

16. Building 17/18, interior fire control panel

17. Building 17/18, interior, second floor

18. Building 17/18, interior, third floor 

19. Building 200, exterior, entrance

20. Building 238, exterior, north side

21. Building 238, exterior, south side

22. Building 205, fire control panel

J.  ALARMS:  

The roving patrol guard shall monitor the following alarms and take the appropriate action noted below:

1.
Fume Hood Flow Alarms
Each fume hood is equipped with a low flow alarm.  If this alarm sounds, check the area for fire or other obvious hazards, close the sash of the hood, note the condition in the Daily Activity Report and notify the Security Desk.

2.
 Boiler Alarms
The boilers in Building 210 and 205 are equipped with automatic controls and alarms.  If these alarms sound, notify the Security Desk to contact the Facility Manager and note the condition in the Daily Activity Report.

3.

Underground Storage Tank  
The heating oil tank located behind Building 210 is equipped with overflow and leak detection alarms in the Boiler Room.  If these alarms sound, notify the Security Desk and note the condition in the Daily Activity Report.


-
Sewer Monitoring Pit  
The sewer monitoring pit located near the North fence on the main parade ground has alarms at the panel directly above the pit and on the panel just inside the North entrance of Bay A of Building 209.  If these alarms sound, notify the Security Desk and note the condition in the Daily Activity Report.


-
R.E.A.C. Security Alarm  
The REAC trailer complex is equipped with a security system which includes a direct dial connection to an alarm monitoring company.  The alarm monitoring company shall, in turn, notify the local police.  If this alarm activates, direct the police to the REAC trailer complex and note the condition in the Daily Activity Report.


-
UWRF Test Facility 
The UST Test Facility is located to the east of Building 245.  This facility is equipped with several alarms.  If these alarms sound, notify appropriate personnel (listing to be provided upon contract award) and note the condition in the Daily Activity Report.


-
Fire Alarms
If a fire is observed on the facility by the roving patrol guard, the guard shall investigate to determine the extent of the fire and shall immediately pull the nearest fire alarm pull box.  Fire alarm pull boxes are located at all building exits.  The roving patrol guard shall then notify the Security Desk by radio.  The Security Desk shall call the Edison Fire Department at 9-911.


-
GUARD HOUSE FIRE ANNUNCIATORS:  
The fire alarms for Buildings 5, 10, 17/18, 205, 207, 209, 238 and parts of the REAC Trailer Complex are tied into the annunciators located in the Guard House.  In the event that any of these alarms are activated, the guard in the Guard House shall radio the roving patrol guard to investigate.  Upon verification of a fire situation, the Security Desk shall call the Edison Fire Department at 9-911.

K. 
 REPORTS
DAILY ACTIVITY REPORT:
Daily Activity Reports shall be filled out electronically for each shift.  Each guard shall complete a Daily Activity Report for each shift.  The narrative shall include such observations as where and when facility personnel are working after normal business hours, listing of non-government vehicles on the facility after normal business hours, any unusual occurrences, etc.

The roving patrol guard shall note in the Daily Activity Report unusual conditions or situations that may constitute a security problem.  These include unlocked doors, doors with non-functional locks or closers, unlocked windows, open safes, blocked exits, etc.  In addition, the roving patrol guard should note indications of unauthorized entrance to the facility, such as holes in the fence, ladders against the fence or buildings, campfires, camp debris, litter, or other evidence of abnormal activity.

Copies of these reports shall be provided (emailed) to the Project Officer each business morning.  

INCIDENT REPORT:
The Incident Report shall be completed to report a specific event, accident or incident that is noted in the Daily Activity Report but requires a more detailed narrative.  Incident Reports shall be prepared electronically within 2 hours and forwarded to the Project Officer.  

WEEKLY REPORT:

Supervisory personnel shall prepare a weekly report that includes the name of the guards assigned to each shift and an account of each time clock report.  All discrepancies in the time clock report, missed stations, missed shifts or other items noted in the weekly review of time clock reports shall be submitted electronically to the Project Officer every Monday.

Attachment to the Performance Work Statement

Agency Personal Verification Procedures

For Contractor Personnel

October 2006

Background: Homeland Security Presidential Directive 12 (HSPD-12), signed on August 27, 2004, requires a Government-wide, common identification standard for all Federal and contractor employees requiring physical access to Federally controlled facilities and/or logical access to Federally controlled information systems.  The goals of HSPD-12 are to enhance safety and security, increase Government efficiency, reduce identity fraud, and protect personal privacy.

HSPD-12 requires that the common identification be: (a) issued based on sound criteria for verifying an individual employee's identity; (b) strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation; (c) rapidly authenticated electronically; and (d) issued by providers whose reliability has been established by an official accreditation process.

HSPD-12 and its common identification standard require personal identity verification (PIV), background investigations, and suitability determinations for all affected contractor and subcontractor personnel.  In accordance with FAR clause 52.204-9, Personal Identity Verification of Contractor Personnel, contractors and subcontractors must comply with EPA’s master plan for implementing HSPD-12.

a)  Contractor Requirements for Personal Identity Verification of Contractor Personnel (including subcontractors)

Contractor Employees Requiring Access to EPA facilities or EPA Information Systems for at Least 24 Hours a Week for at Least 6 Months:  All individual contractor employees whose work under the contract requires on-site access to an EPA controlled facility or logical access to an EPA information system for at least 24 hours a week for at least 6 months a year, will be required to undergo a background investigation in order to receive an EPA Personnel Access and Security System (EPASS) badge. 

To begin the PIV process, the contractor should submit to the Contracting Officer Representative (COR) within ten (10) days of contract award or contract modification with this Attachment to Work Statement “Agency Personal Verification Procedures for Contractor Personnel,” the following information in electronic format via secure means using the HSPD-12 Contractor Template found at http://epa.gov.oam/.  The template was developed to assist in the transmission of the required contractor employee information in a uniform format.  The template also contains drop down menus when entering data in various data cells.  Specifically, the 8 data elements, Employee Type, Program Office, Work City and State, Birth State, Birth Country, Citizenship, Previous Investigation and Investigative Agency, contain drop down menus. 

•
Contract number; 

•
Contract expiration date;

•
Name, address, and phone number of the Contractor Program Manager point of 
contact;

•
Name, date of birth, place of birth (city, state, country), and Social Security 
Number for all contractor employees identified above.  (NOTE: This information 
must be protected at all times, including during transmission, according to the 
requirements of the Privacy Act of 1974; see http://www.epa.gov/privacy/);

•
Employee Type, Position, Email address, Program Office, Work City and State,

•
An indication of which contractor employees are foreign nationals;

•
Name of each contractor employee claiming to have a previous, favorably 
adjudicated Federal background investigation on record, and the name of the 
Federal Agency that required the investigation, and the completion date.

The contract-level COR will upload this information to the Office of Administrative Services Information System (OASIS) personnel security database.

After submission of the preliminary information,  the contractor will be notified by the contract-level COR or PSB when to begin providing all information on Standard Form (SF) 85P, Questionnaire for Public Trust Positions, and submit the form electronically to PSB via the Office of Personnel Management’s (OPM’s) Electronic Questionnaires for Investigations Processing (e-QIP) system.  Instructions for using e-QIP, filling out, and submitting the SF 85P on-line, can be found at http://www.opm.gov/e-qip/reference.asp.  As part of the investigative and EPASS badging processes, contractor employees must be fingerprinted, photographed and provide two forms of identification, at a time and location specified by the COR.  These fingerprints will be sent to the Federal Bureau of Investigation (FBI) for processing.

Contractor employees with a favorably adjudicated Federal background investigation at the National Agency Check and Inquiries (NACI) level or above, completed within the past 5 years and verified by EPA, do not require an additional investigation unless one is requested by the Contracting Officer (CO) or contract-level Contracting Officer Representative (COR).  These employees must still be fingerprinted at a time and location specified by the COR.

In order to prevent any interruption of contractor services pending the completion of the OPM background investigation, the Office of Administrative Services (OAS) Security Management Division (SMD) has procedures in place to issue temporary or provisional badges.

When reporting in person, as directed by the contract-level COR, contractor employees must provide two forms of original identity source documents from the lists on Form I-9, OMB No.1615-0047, Employment Eligibility Verification (available at http://www.uscis.gov/graphics/formsfee/forms/files/i-9.pdf).  At least one document shall be a valid State or Federal Government-issued picture identification.

Contractor Employees Requiring EPA Access for Less than 24 Hours a Week for 6 Months:  These contractor employees may be subject to the above requirements, and may have limited and controlled access to facilities and information systems.

Foreign National Contractor Employees:  To be eligible to work on-site at an EPA controlled facility or to access EPA information systems, a foreign national contractor employee must have been admitted to the U.S. on an Immigrant Visa or a Non-Immigrant Work Authorization Visa.  Foreign nationals requiring access to an EPA controlled facility or EPA information system for at least 24 hours a week for at least 6 months a year must meet the above requirements for an EPASS badge, and in addition:

•
In the “Continuation Space” on the SF 85P, provide the visa number, issuance 
location, and issuance date for the visa used for entry to the U.S;

•
When presenting two identification source documents, as described above, 
provide at least one from List A on Form 1-9.

When determining a foreign national contractor employee’s eligibility for an EPASS badge, EPA will consider the type of visa presented (immigrant vs. non-immigrant) and the reciprocity agreement between the U.S. and the individual’s country of origin.  These considerations are in addition to the “red flag” issues listed below.

Screening of the SF 85P:  Information contained on the SF 85P may demonstrate that a contractor employee is not suitable to be given access to EPA facilities or information systems.  PSB will screen information entered on the SF 85P prior to OPM initiating the background investigation.  For individuals with admitted, derogatory information, issuance of an EPASS badge may be delayed pending further EPA review.  Contractors are responsible for providing qualified personnel in accordance with requirements stated elsewhere in this contract.  Contractors will only be notified by the COR if any contractor employee is found unsuitable to perform as a result of a background investigation, and must be immediately replaced by the contractor.  The following are possible "red flags":

•
Employment - Having been fired from a previous job, or having left under 
unfavorable circumstances within the past 7 years (Question 12 on the SF 85P);

•
Selective Service - Failure to register with the Selective Service System; this 
applies to male applicants born after December 31, 1959 (Question 17 on the SF 
85P);

•
Police Records - Within the past 7 years, any arrest, charge, or conviction that has 
been upheld for violent or dangerous behavior or a pattern of arrests that 
demonstrates disregard for the law (Question 20 on the SF 85P);

•
Illegal Drugs - Illegal use within the previous year, or drug manufacture or other 
involvement for profit within the past 7 years (Question 21 on the SF 85P).

b)  Returning Badges

The contractor is responsible for ensuring that all badges are returned to the COR at the conclusion of the contract or when contractor on-site services are no longer required, or when an individual contractor employee leaves.

c)  Subcontracts

These requirements must be incorporated into all subcontracts wherein employees’ work under the subcontract requires physical access to an EPA controlled facility or logical access to an EPA information system for 6 months or longer.

d)  Appeals

Contractors have the right to appeal, in writing to the COR, a determination to deny or revoke a badge.  If the COR believes an appeal is justified, he/she will forward it to:


U.S. Environmental Protection Agency


Personnel Security Branch (Mail Code 3206M)


1200 Pennsylvania Avenue, NW 


Washington, DC 20460

PSB’s decision on behalf of the Agency will be final and not subject to further appeal.

e)  Definitions

•
“EPA Information System” means an information system [44 U.S.C. 3502(8)] 
used or operated by EPA, or a contractor of EPA or other organization on behalf 
of the Agency.

•
“EPA Controlled Facilities” means:


EPA or Federally-owned buildings or leased space, whether for single or multi-tenant occupancy, and its grounds and approaches, all or any portion of which are under the jurisdiction, custody or control of the Agency; 


EPA or Federally controlled commercial space shared with non-government tenants.  For example, if a department or agency leased the 10th floor of a commercial building, the Directive applies to the 10th floor only;


Government-owned contractor-operated facilities, including laboratories;


 The term does not apply to educational institutions that conduct activities on 
behalf of departments or the agency or at which Federal Employees are hosted unless specifically designated as such by the sponsoring department or agency.

•
Foreign National” means an individual who is not a United States citizen.
