Roles and Role Privileges

Definitions:

· Folder – a top level folder in the EPA Web Cabinet in the WebCMS.  The folders are based primarily on EPA’s top level aliases.

· Managed links – links that have a relationship created in the WebCMS.  If /ord/puppies.html links /air/kittens.html in the WebCMS repository, then the WebCMS knows about their relationship. If /air/kittens.html is deleted by Air then the owner of /ord/puppies.html will get a message letting them know that /air/kittens.html has been deleted.   Overnight, the system will remove the <a href=””></a> for the now broken kittens.html link on /ord/puppies.html.  The owner of puppies.html still needs to review for related content changes that need to be made.
Role Definitions:

· Owner – creator of a file.
· Author – person who creates and maintains EPA Web content.  To be an active author, a person has to be assigned to a folder-author group (ie. webmast1_author, athens_author).  

· Create pages in the folders where they are assigned.

· Modify pages in a folder

· Initiate content approval workflows.
· Approver – person who certifies EPA content for posting.  Approvers are part of workflows in the WebCMS.  

· Approve web content

· Disapprove web content

· Webmaster – manager of the folder content.  
· Create pages in the folders where they are assigned.

· Modify pages in a folder

· Initiate content approval workflows.

· Post content on demand.

· Part of some approval workflows

· Folder Admin – manages the access control lists.  The folder admin assigns users to the roles of Author, Approver, and Webmaster.  The folder admin can only be added by a system admin.
· Super User – has application level access and abilities.  Will have a role in trouble shooting.
· System Admin – OEI contractor who manages and maintains the WebCMS application

World - anyone

Table 1. Application Access Control List Rights 
	State/Group
	WIP ACL
	Staging ACL
	Approved ACL
	Active ACL
	Expired ACL

	Owner 
	Delete
	Delete
	Version
	Version
	Version

	Author
	Write
	Version
	Version
	Version
	Version

	Approver
	Read
	Read
	Read
	Read
	Read

	Webmaster
	Delete
	Delete
	Version
	Version
	Version

	Super User
	Delete
	Delete
	Delete
	Delete
	Delete

	World
	None
	None
	None
	None
	None


Table 3. WebCMS Access Level Privileges

	Access Level
	User Privileges

	None
	No access is permitted to the item.

	Browse
	View the item’s properties but not the item content.

	Read
	View both the properties and the item content.  Read allows us to link to all other EPA content in the WebCMS.  This creates managed links.

	Relate
	All of the above plus add annotations to the item.

	Version
	All of the above plus modify the item content and check in a new version of the item (with a new version number). Users cannot overwrite an existing version or edit the item’s properties.

	Write
	All of the above plus edit item properties and check in the item as the same version.

	Delete
	All of the above plus delete the items.


